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Structure and Features of Manual

1) Basic Concepts of IT Audit

2) IT Audit Methodology

3) Audit approach on IT Governance Processes

4) Audit approach on IT Management Processes

5) Implementation Controls 

6) IT general controls 



Structure and Features of Manual

Part I : Basic Concepts of IT Audit

This part touches upon fundamental principles
regarding IT, its implementation areas, rules of
ethics, generally accepted competencies,
certifications and international standards and
frameworks that can be used.

Furthermore, this part elaborates on the relation
of IT audit with other audit types and the role that
IT audit can play in such audits.



Structure and Features of Manual

Part II : IT Audit Methodology

This part specifies the control types related to IT
and their relation with each other. Then, it
discusses the methods and tools that can be used
from pre-audit study to planning, from risk
analysis to audit execution and reporting.



Structure and Features of Manual

Part III : Audit approach on IT Governance
Processes

This part addresses the audit approach on IT
Governance Processes, and in this respect, it
involves enterprise-level controls and governance
controls and relevant audit tests.



Structure and Features of Manual

Part IV : Audit approach on IT Management 
Processes

This part addresses the audit approach on IT
Management Processes, and in this respect, it
involves IT general controls and relevant audit tests
on such processes.



Structure and Features of Manual

Part V : Implementation Controls 

This part elaborates on Implementation Controls
and focuses on the methods for auditing such
controls.



Structure and Features of Manual

Part VI : IT General Controls

This part includes IT general controls that should
be evaluated at the IT infrastructure level or in the
security audits to be carried out alone within the
scope of IT management processes, and relevant
audit tests.



Relation Between Parts of Manual 
and Competence Level 



Level 1 (Beginner):

Refers to the level of an internal auditor
who has performed internal audit in public
administrations and participated in Basic IT
Audit Training.

Relation Between Parts of Manual 
and Competence Level 



Level 2 (Advancing):

Refers to the level of an internal auditor
who has performed internal audit in public
administrations and participated in Basic IT
Audit Training and Advanced IT Audit
Training and who has worked on IT Audit in
public administrations for at least 1-2 years.

Relation Between Parts of Manual 
and Competence Level 



Level 3 (Expert):

Refers to the level of the internal auditor
who holds CISA certificate or has already
completed the training required for taking
the exam, and has minimum 2-3 years
experience on IT audit.

Relation Between Parts of Manual 
and Competence Level 



Required Competencies

IT Audit Competence Model 



Technical Competencies
Information Systems Auditing Process

Management and Governance of Information

Systems

Acquisition, Development and Installation of

Information Systems

Operation, Maintenance and Support of

Information Systems

Protection of Information Assets



Soft Skills
Influence (persuasion) and communication

• Effectively uses and develops persuasion power
• Works efficiently in cooperation
• Creates team synergy under common objectives

…………..

Method of change

 Open to change and innovation

Dispute Resolution
• Manages and resolves the disputes effectively
through negotiations



IT Audit Methodology 



IT Audit Methodology 

 Enterprise-level controls are
internal controls, in the broad
sense, that are designed
throughout the organization and
its personnel to provide
reasonable assurance that the
directives and instructions of the
entity's management are fully
applied.



IT Audit Methodology 

 Application controls include
control procedures that ensure
that critical IT functionality is met.
They are automatically performed
by information systems of the
entity.



IT Audit Methodology 

 IT general controls that form
procedures to support the continuous
and proper functioning of critical
functionality expected from information
technologies.
 Controls on the improvement and
maintenance of application controls

 System software controls

 Access security controls

 Controls on data centre operations



IT Audit Methodology 



 Planning
- Understanding the audit objectives

- Understanding IT Environment

- Risk assessment

Enterprise-level Risk Assessment

Application-level Risk Assessment

- Scoping

Financial Audit, System Audit, Performance Audit, Compliance Audit

- Preparing Work Plan

IT Audit Methodology 



Enterprise-level Risk Assessment Form 



Enterprise-level Risk Assessment Form 

100 /4 =25 point



Enterprise-level Risk Assessment



Application-level Risk Assessment Form

100 /4 =25 point



Application-level Risk Assessment Form



Application-level Risk Assessment Form

100 /4 =25 point



IT Audit Methodology 



Field Work



Field Work



Field Work



QUESTIONS
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